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Abstract. Isomorphism of polynomials with two secrets (IP2S) prob-
lem was proposed by Patarin et al. at Eurocrypt 1996 and the problem
is to find two secret linear maps filling in the gap between two polyno-
mial maps over a finite field. At PQC 2020, Santoso proposed a problem
originated from IP2S, which is called block isomorphism of polynomials
with circulant matrices (BIPC) problem. The BIPC problem is obtained
by linearizing IP2S and restricting secret linear maps to linear maps
represented by circulant matrices. Using the commutativity of products
of circulant matrices, Santoso also proposed an ElGamal-like encryption
scheme based on the BIPC problem. In this paper, we give a new security
analysis on the ElGamal-like encryption scheme. In particular, we intro-
duce a new attack (called linear stack attack) which finds an equivalent
key of the ElGamal-like encryption scheme by using the linearity of the
BIPC problem. We see that the attack is a polynomial-time algorithm
and can break some 128-bit proposed parameters of the ElGamal-like
encryption scheme within 10 hours on a standard PC.
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1 Introduction

RSA and ECC are widely-used public key cryptosystems and are based on hard
computational problems such as integer factorization problem and discrete loga-
rithm problem, respectively. In 1997, P. Shor [19] showed polynomial-time quan-
tum algorithms to solve these problems using a large scale quantum computer.
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Therefore, before a large scale quantum computer gets realized, we need to de-
velop cryptosystems having a resistance to quantum computer attacks. The re-
search area to study such cryptosystems is called post quantum cryptography
(PQC) [2].

Multivariate public key cryptography (MPKC) [7] is considered as one of the
main candidates of PQC and is constructed based on hard computational prob-
lems on multivariate polynomials over finite fields. A main hard computational
problem is the MQ problem, which finds a solution to a system of multivariate
quadratic equations over a finite field. So far, there have been proposed various
schemes based on the MQ problem. In particular, regarding signature schemes,
Rainbow [8], GeMSS [1] and MQDSS [18] were selected as second round can-
didates of NIST PQC standardization project [12]. (Rainbow recently became
a finalist of the project [6].) However, it is considered that there is no notable
multivariate encryption scheme since most of the proposed schemes were not
secure or had a large public key size.

Isomorphism of polynomials with two secrets (IP2S) problem is another prob-
lem in MPKC and was proposed by Patarin et al. at Eurocrypt 1996 [13]. The
IP2S problem is to find two secret invertible linear maps representing the iso-
morphism between two multivariate polynomial maps over a finite field. Similar
to the zero-knowledge interactive proof of graph isomorphism, Patarin proposed
an interactive proof based on the IP2S problem. An authentication scheme based
on the interactive proof scheme with its proof against impersonation attack is

proposed in [15] and the security of the signature scheme based on the authen-
tication scheme against quantum adversary in quantum random oracle model is
proven in [17]. When the secret solutions of the IP2S problem are not restricted

to invertible maps, we get another computational problem called Morphism of
Polynomials (MP) problem which is proven to be an NP-hard problem [14].
Wang et al. [21] proposed a paradigm of constructing a public key encryption
(PKE) scheme by using the Diffie-Hellman like algebraic structure derived from
restricting the secrets/solutions of the MP problem into circulant matrices to ob-
tain the commutativity. However, as the circulant matrices can be represented
with few variables, it suffers from degradation of complexity as one can obtain
a sufficient system of equations to solve the problem efficiently. Using this fact,
Chen et al. [5] proposed an algebraic attack algorithm.

At PQC 2020, Santoso [16] proposed a new computational problem origi-
nated from the IP2S problem, which is called block isomorphism of polynomials
with circulant matrices (BIPC) problem. The BIPC problem is obtained by lin-
earizing IP2S and restricting secret linear maps to linear maps represented by
circulant matrices. Moreover, similar to Wang et al.’s idea, using the commuta-
tivity of products of circulant matrices, Santoso proposed an ElGamal-like BIPC
encryption scheme [16] and provided a security proof of the scheme based on the
hardness of a Computational Diffie-Hellman (CDH)-like problem derived from
the BIPC problem. In the BIPC problem, the secret solution is in the form of
pairs of circulant matrices, instead of only one pair of matrices as in the IP2S
problem. Therefore, although the secret solutions are circulant matrices, the
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number of variables can be adjusted to be sufficiently large to avoid Chen et
al.’s algebraic attack. In [16], Santoso gave two attacks against the BIPC prob-
lem and selected four types of parameters which are called (a) conservative, (b)
alternative, (c) extremely aggressive, and (d) moderately aggressive.

In this paper, we analyze the security of the ElGamal-like BIPC encryption
scheme. We discuss a new attack, which is to find an equivalent key of the
ElGamal-like encryption scheme by using the linearity of the BIPC problem
(called linear stack attack). Our core idea is to show that there exists in fact
an equivalent secret solution of the CDH-BIPC problem which consists of a set
of pairs of circulant matrices. Note that the target of the linear stack attack is
not for the BIPC problem but for the CDH-BIPC problem. Based on this idea,
we can construct an equivalent key by randomly choosing enough set of pairs
of circulant matrices and taking appropriately their scalar multiplications. We
show that the linear stack attack is a polynomial-time algorithm and confirm
that the attack is efficient for the proposed parameters (a),(b),(c) and (d). In
fact, our experimental results showed that the 128-bit security parameters [16]
in (b),(c) and (d) were broken within 10 hours with a standard PC. Regarding
(a), the 128-bit security parameter [16] did not finish within a week. Instead, we
performed experiments for the 80-bit security parameter in (a) and confirmed
that it was broken within 5 days.

As far as our knowledge, our attack® is the first algorithm which success-
fully breaks the ElGamal-like BIPC encryption scheme proposed in PQC 2020
[16]. Later, in an independent work [10], Hashimoto proposed a different attack
algorithm that solves the BIPC problem directly. It should be noted that the
attack algorithm in [10] is specifically developed for BIPC since it relies heavily
on algebraic techniques which use the circulant properties of BIPC as the core.
On the other hand, our attack algorithm is more simple and general, as we do
not use the circulant properties of BIPC as the core of our algorithm. Therefore,
at least in principle, our attack algorithm is more generalizable compared to the
one in [10] and it may contribute to the future cryptanalysis of other IP2S based
encryption schemes.

Our paper is organized as follows. In Section 2, we briefly recall the IP2S
problem, the BIPC problem and the ElGamal-like encryption scheme. Moreover,
we review the previous security analysis against the BIPC problem. In Section
3, we describe the linear stack attack and perform experiments for the proposed
parameters in [16]. Finally, we conclude our paper in Section 4.

2 IP2S and BIPC Problems

In this section, we mainly recall the IP2S and BIPC problems. In Subsection 2.1,
we review the IP2S problem proposed by Patarin et al. in [13]. In Subsection 2.2,
we describe the BIPC problem proposed by Santoso [16] as a problem originated
from IP2S. Moreover, we recall the encryption scheme associated to the BIPC

5 The earlier draft of our attack is published as a preprint in IACR Cryptology ePrint
Archive [11].
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problem, which is our main concern in this paper. In Subsection 2.3, we revisit
the previous security analysis against the BIPC problem following the original

paper [16].

2.1 1IP2S problem

Let F be a finite field with ¢ elements and let n and m be positive integers. We
denote by Flxq,...,x,] the polynomial ring in n variables over the finite field
F. We also denote by GL,,(F) the general linear group over F with size n. Any
element of GL,(F) can be considered as a linear map from F™ to F". In order
to describe the IP2S problem, we need the following set:

quadratic polynomial

MQ(n,m) = {f: (fis- oy fm)

fi € Flzq, ..., 2] (lgigm)}.

Namely, MQ(n,m) is the set of multivariate quadratic polynomial maps from
F™ to F™. Any £ = (f1,..., fm) € MQ(n,m) is said to be homogeneous if all
f1,- -+, fm are homogeneous. We define the operation of GL,,(F) and GL,, (F) to
MQO(n,m):

(S,T) - f:=TofolS, (S,T) € GL,(F) x GL,, (F).
It is clear that for any S € GL,,(F) and T € GL,,(F),
fe MQ(n,m) = (S,T)-f € MQ(n,m).

Namely, the operation of GL, (F) and GL,,(F) holds the set MQ(n, m). Then,
the IP2S problem is defined as follows:

Isomorphism of polynomials with two secrets (IP2S) [13]

Given two quadratic polynomial maps f,g € MQ(n,m), find two linear
maps S € GL,(F) and T € GL,,(FF) such that

g=(S,7)-f. (1)

In [13], Patarin proposed the basic idea of an authentication scheme and a signa-
ture scheme based on the IP2S problem. The concrete authentication scheme is
refined in [15] and the security against quantum adversary in quantum random
oracle model is proven in [17].

2.2 BIPC problem and ElGamal-like BIPC encryption scheme

In this subsection, we recall a problem originated from IP2S (called BIPC) and
an ElGamal-like public key encryption scheme, which were proposed by Santoso
at PQC 2020 [16].
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Let M, (F) be the matrix ring with size n x n over F. We also denote by

C,,(F) the subalgebra of circulant matrices in M, (F). Thus, any element A in
Cy () is written by

ail ai2 ... Gin

A1n @11 -+ Aln-—1

a2 413 ... a1l

Note that C,(F) is a commutative ring, that is,
A,BeC,(F) = AB = BA.
To describe the BIPC problem, we need the following definition:

Definition 1. Let k be a positive integer and let £ = (fyy), ..., fix)) € MQ(n, m)k
be a k-tuple of elements of MQ(n,m). For any two k-tuples A = (Ay,...,Ag) €
Cn(F)* and B = (By,...,By) € Cp(F)*, we define the operation
k T
%jzl Bj 0] f[] mod k] o Aj
-, Bjofj; modkoA'
(A, B) % f = 25=1 Bi L mod k) =4
2521 Bjo f[j+k—1 mod k] © Aj

Blof[l]OA1+B20f[2]OA2+"'+BkOf[k]OAk
Blof[z]OAl—i—BQOf[g,]0A2+~~-+Bk0f[1]OAk

T

By ofyy oAy + Byofyy oAy 4+ Byofy_y oAy
It is clear that (A, B) * f is also an element of MQ(n,m).
Remark 1. The operation % does not hold the associativity. That is, in general
(A,B) x (A", B') x£) # (AA", BB') x £,

where AA" = (A1 4], ..., AA}), BB = (B1B},...,BrB}). Thus, the operation
* is not an action of C,(F)* x C,,(F)* to MQ(n,m).

In the same way as IP2S, the BIPC problem is defined as follows:

Block isomorphism of polynomials with circulant matrices (BIPC) [16]
Let k be a positive integer. Given two k-tuples of quadratic polynomial maps
f,g € MQ(n,m)¥, find two k-tuples of circulant matrices A € C,(F)* and
B € C,,(F)* such that

g = (A,B)«f. (2)
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We can consider that the BIPC problem is obtained by linearizing the IP2S prob-
lem and restricting secret linear maps to linear maps represented by circulant
matrices.

To construct an ElGamal-like encryption scheme based on BIPC, we need to
see that the operation * is commutative:

Lemma 1. [/6, Lemmal] For any f € MQ(n,m)* and A, A" € C,(F)* and
B,B € C,,,(F)*, we have

(A, B) * ((‘A/7B/) #f) = (“4/’ B/) * (A, B) *f).

This lemma follows from the definition of * and the commutativity of products
of circulant matrices.

Before we recall the construction of the ElGamal-like encryption scheme,
we define a subset of MQ(n,m), which is useful to reduce the key size of the
encryption scheme. Let ¢ be a divisor of k. We define the set

£l = £]i mod ¢ } '

/\/lQ(n,?n)leC = {(f[l],...,f[k]) S Mg(mm)k Vi=1,....k

In particular, if £ = 1, then we have f;; = fjg = -+ = fj;. It is clear that the
size of an element of MQ(n,m)} is 1/¢ of that of an element of MQ(n,m)*.
Moreover, we have

f e MQ(n,m); = (A B)+fe MQ(n,m)j

for A € C,(F)* and B € C,,(F)*. Thus, we can define the variant of the BIPC
problem by replacing MQ(n,m)* with MQ(n,m)¥, which reduces the size of
the instance (f, g) to 1/¢.

In the following, we describe the construction of the ElGamal-like BIPC en-
cryption scheme [16] based on the hardness of the BIPC computational problem.

ElGamal-like BIPC encryption scheme [16]

— Public parameters : n,m, k, ¢ € N.

— Secret Key: (A, B) € C,,(F)F x C,, (F)*.

— Public Key: f,g € MQ(n,m)¥ such that g = (A, B) * f.

— Encryption: to encrypt a plaintext h € MQ(n, m)¥, one chooses a random
(A, B") € Cp(F)* x Cp,(F)* and computes:

co+ (A, B')*f, ci+h+ (A B)xg.
The ciphertext is given by ¢ = (cq, ¢1).

— Decryption: to decrypt a ciphertext ¢ = (cg, 1), using the secret key (A, B) €
Cn(F)* x C,,(F)*, one computes:

v c1— (A B) *co.

The decryption result is v.
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It is clear from Lemma 1 that the decryption process produces the correct plain-
text, that is, v = h.

In [16], it is proven that the ElGamal-like encryption scheme is proven secure
against OW-CPA attacks under the assumption that the CDH-BIPC problem is
hard.

Computational Diffie-Hellman (CDH) BIPC problem
Let k& be a positive integer. Given three k-tuples of quadratic polynomial
maps f,g, h € MQ(n,m)} such that g = (A, B) * f, h = (A, B') = f, then
compute

(A, B) x (A", B") ).

One can actually easily see that as similar to the case of ElGamal encryption
scheme and the CDH problem, the converse is also true, i.e., if the CDH-BIPC
problem is easy then breaking the ElGamal-like BIPC encryption scheme is also
easy.

2.3 Previous analysis

In this subsection, we recall the security analysis against the BIPC problem in

the original paper [16]. In [16], two attacks were proposed under the assumption
the finite field F = Fo. The first one (i) is by using the result of Bouillaguet
et al. [3], and the second one (ii) is an algebraic attack using a Grébner basis
algorithm.

(i) First attack: The first attack is based on the work by Bouillaguet et al. [3] on
breaking a homogeneous IP2S instance, which we summarize as follows. Given a
homogeneous IP2S instance (f, g) described in (1), Bouillaguet et al. [3] attempt
to find a pair of vectors a, 3 € F" such that S~'a = 3. Under the assumption
F = Fs, Bouillaguet et al. [3] showed how to obtain such «, § in high probability
using a graph theory based algorithm with the complexity O(n°2"/2). Once
such a pair «, § is discovered, we can define (f',g’), i.e., f'(x) = f(z + «) and
g'(xz) = g(z + B), which have the same isomorphism as (f,g) but are no longer
homogeneous. Thus, we can easily find the isomorphism between f’ and g’ using
the algorithm of Faugére and Perret [9] on solving inhomogeneous instances of
IP2S.

Now, we explain the first attack in [16] against a BIPC instance (f,g) de-
scribed in (2). Assume that g is written as

g=(8np----8m) = (A B) xf,
k
gl = Z Bj o f[j4i—1 mod k) © 4j,
j=1

and each A; is invertible. Then, the first attack finds vectors o5, 5; € F* (1 < j <
k) such that Aj_lozj = Bj,1e., a; = A;5;. In [16], it is estimated that such vectors
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can be found with the complexity O(k*n52"%/(*+1)) combining Bouillaguet et
al. [3] and Suzuki et al. [20]. (See [16] for the detail.)

In [16], it is described that the next step is to apply the algorithm of Faugére
and Perret [9] on solving inhomogeneous instances of IP2S. However, we point
out in this paper that actually such step is not necessary, since A; is a circu-
lant matrix. Namely, by solving the linear equation o; = A;8; with respect to
components of A;, we can easily recover the circulant matrix A;. Therefore, we
conclude that the complexity of the first attack against the BIPC problem is
given by

O(k2n52nk/(k+l)).

(i) Second attack: Here, we review the algebraic attack using a Grobner
basis algorithm in [16]. In [10], it is assumed that there exist circulant matrices
By, ..., By such that the BIPC instance (f,g) satisfies the following:

k k
ZBjog[i] :Zf[j—i-i—l mod k]OAjv (i=1,...,k). (3)

Jj=1 Jj=1
Note that Bi,..., B can be computed easily once we obtain Aj,éj for all
j =1,... k. If we identify each component of A;, Ej as variables, then we
obtain the system of at most n(n + 1)mk/2 quadratic equations in (n + m)k
variables. In [16], it is estimated based on [1] that the complexity to solve the

system with a Grobner basis algorithm is given by

O(2k log(nm)/(4m)).

However, it should be noted that we do not know exactly whether we can
construct the system of quadratic equations shown in (3) since so far there is no
proof for the existence of such circulant matrices By, ..., Bg.

Remark 2. In the IP2S problem (1), we have
g = (SvT) f = (lanil) 8= (S7lm) -f

since the operation - holds the associativity. Similarly, if the operation * satisfies
the associativity, then we have

g=(AB) xf = (1B ) xg=(A1F)«f,

where we have set B~' = (By ', ..., B;'), 18 = (1,,...,1,) and 1%, = (1, ..., 1,n).
Then (3) holds as B; = B; ! However, as we stated in Remark 1, the operation
* does not hold the associativity.

Selected parameters: Based on two attacks (i) and (ii) against the BIPC
problem, the paper [16] sets four types of parameters:
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(a) Conservative Type: In this type, ]}, ..., fj3] are chosen randomly (namely
¢ = k) and the parameters are set such that the estimated complexity of per-
forming first attack (i) and that of second attack (ii) are both larger than
the targeted complexity for security. More precisely, here n, m, k = £ are set
such that the following holds:

k2n52nk/(k+l) > 9A ok log(nm)/(4m) > oA

where A is the targeted bit security.

(b) Alternative Type: In this type, f};),. .., fj] are chosen randomly and the
parameters are set such that the complexity of performing only second attack
(ii) is larger than the targeted complexity for security. More precisely, here
n,m, k = { are set such that the followings holds:

2k log(nm)/(4m) z 2)\’

where A is the targeted bit security.

(c) Extremely Aggressive Type: In this type, the multivariate quadratic
polynomials f[yj, ..., fjx) are set such that fj;; = fig) = -+ = fj), ie., £ = 1.
The other parameters n,m, k are set based on the conservative type.

(d) Moderately Aggressive Type: In this type, we assume that k is an even
number and set £ = 2. The multivariate quadratic polynomials fy, ..., fj
are set such that f[l] = f[g] == f[2i—1] and f[g] = f[4] == f[2z] hold for
1 € [1,k/2]. The other parameters are set based on the conservative type.

Below, we summarize the recommended parameters in [16] according to each
type mentioned above for 128- and 256-bit security. Here, the finite field F was
taken as Fs.

Table 1. 128-bit security parameters proposed in [

]

Public key Secret key
Type nml ko)t size (KByte) | size (KByte)
(a) Conservative 84 |2 (140 | 140 241 1.4
(b) Alternative 16 | 2 | 205 | 205 12.8 0.45
(c) Extremely Aggressive |84 (2140 1 1.7 1.4
(d) Moderately Aggressive | 84 | 2| 140 | 2 3.4 14

3 Linear stack attack

In this section, we propose a new attack (called linear stack attack) for the
ElGamal-like BIPC encryption scheme in Subsection 2.2. In Subsection 3.1, we
show a key lemma to propose the linear stack attack. In Subsection 3.2, we
describe the algorithm of the linear stack attack based on the key lemma. In
Subsection 3.3, we estimate the complexity of the linear stack attack and show
some experimental results.
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Table 2. 256-bit security parameters proposed in [16]

Public key Secret key
Type nom| kot size (KByte) | size (KByte)
(a) Conservative 206 | 2| 236 | 236 2445 5.9
(b) Alternative 16 |2 |410 | 410 25.6 0.9
(c) Extremely Aggressive | 2062|236 1 10.3 5.9
(d) Moderately Aggressive | 206 | 2 | 236 | 2 20.7 5.9

3.1 Key lemma

In this subsection, we give a key lemma to propose the linear stack attack.

Let (f, g) be a public key of the ElGamal-like encryption scheme in Subsection
2.2. To break the encryption scheme, an attacker only has to compute a pair
(A',B') € Cn(F)k x C,,(F)* such that g = (A, B') * f, namely, an equivalent
key. However, by the following lemma, we show that there are other kinds of
equivalent keys.

Lemma 2. Let (f,g) be an public key of the ElGamal-like encryption scheme.

If there are an integer t € N and a t-tuple (A;, B;)i=1,..1 € (C’n(F)k X Cm(IF)k)t
such that

t
g= Z(AlaBt) * fa
=1

then the t-tuple (A;, B;)i=1,.. . works as an equivalent key for the public key
(f,g).

Proof. Let ¢cg = (A',B’) «f and ¢; = h+ (A’,B’) * g be an ciphertext of the
ElGamal-like encryption scheme as in Subsection 2.2. To recover the plaintext
h, an attacker computes secret information (A, B') * g from known information
(Ai, Bi)i=1,...+ and cq as follows:

t t

Z(Ai,Bi) % Co :Z(Ai, B;) * (A", B') )

=3 (LB * (AL B+ )

=1

=(A,B') * (Z(Ai,Bi) * f)

i=1
=(A'.B) g
Thus, the attacker can compute the plaintext h by

t

C1 — Z(AZ’ BZ) * CQ.

i=1

Therefore, the ¢-tuple (A;, B;)i=1,.. . is an equivalent key. O
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In the next subsection, we show a concrete procedure to construct such an equiv-
alent key (Aini)izl,...,t~
3.2 The algorithm of the linear stack attack

We propose an attack to find an equivalent key, which is called linear stack
attack, based on Lemma 2. The attack takes a public key (f,g) and a positive

integer t as input, and a t-tuple (A;, B;)i=1,..+ € (Cn(IF)k X Cm(IF)k)t as output.
The strategy of the algorithm is the following:

Linear stack attack

Step 1. Randomly choose tk elements (A1, B1),- -, (Aw, Bir) from C,,(F) x

Cn(F).
Step 2. Let aq,...,ay be variables over F. Set t-tuples as follows:
AlF(Al,...,Ak) Ble(alBl,...,akBk)
./42 — (Ak+1,...,A2k) 62 < (ak+1Bk+1,...,a2kng)
Ai — (Atk—kr1, - Asr) By < (qth—k1Bik—k+15 - - - ex Bi)
Step 3. Find a solution to the following linear equations in variables ay, . .., Qu:

t

g=> (A;B)«f (4)

i=1
Step 4. If there is a solution (v, ..., a), then output the t-tuple
(Ai, Bi)i=1,....t-
O

The linear stack attack is able to find an equivalent key by linearly stacking
(A;, B;) = £. In the following theorem, we discuss the probability that one trial
of the linear stack attack succeeds for the input number ¢.

Theorem 1. Set t = [4n(n + 1)ml/k] in the linear stack attack. Then one
trial of the linear stack attack can find an equivalent key with the probability of
at least 1/4.

Proof. We prove that when ¢ = [$n(n + 1)ml/k], the linear equation (4) has a
solution with the probability > 1/4.
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The vector space M Q(n, m) is of dimension £n(n+1)m over F, and MQ(n,m)§

is the vector space with dimension %n(n + 1)mf. Thus, the subspace

V := Spang {(A, B) xf € MQ(n,m); | A€ C,(F)*,B € C,,(F)*}

in MQ(n,m)} is at most of dimension $n(n + 1)ml. The linear equation (4)

t
g=> (Ai,Bi)=f

i=1

in Step 3 has tk variables and dimy V' equations. We can consider that the
probability that the linear equation (4) has a solution is equal to the probability
that a uniformly chosen random matrix over F with size tk x dimy V' has rank
> dimy, V. We conservatively assume that dimg V' = %n(n—i— 1)md. Since we have
tk = %n(n—i— 1)m¢, such a probability is given by the probability that a uniformly
chosen random square matrix with size ¢k is nonsingular, which is Hfil(l - qi)
Here,

th tk
[[0-F=0a-Da+DI0-7) ==+ 7).
i=1 1=3

The latter inequality follows from (1 + %)(1 - qi) > (1+ #) for j < 7. Since
q > 2, we have Hfiﬂl_%) >(1-2)°>1/4 O

If a trial of the linear stack attack fails for a parameter, then we retry
the linear stack attack for the parameter. The above theorem implies that
the linear stack attack succeed in around four trials. Note that according to
our experiments below, the linear stack attack alway succeeded in one trail as
t = [4n(n+ 1)ml/k].

Remark 3. If we take ¢t > [in(n + 1)m{/k], the probability that a uniformly
chosen random matrix over F with size tk x dimy V has rank > dimj V can be
raised. As a result, the success probability of one trial of the linear stack attack
can be raised. On the other hand, since dimy V' is less than %n(n + 1)m/{ in
general, the probability should be larger than 1/4 even if we set ¢t = [%n(n +
1)ml/k]. In fact, according to our experiments below, the linear stack attack

alway succeeded in one trial as ¢ = [1n(n + 1)m{/k] on each experiment.

Remark 4. It should be noted that the linear stack attack does not break the
BIPC problem. However, as we explained in Subsection 2.2, in order to break
the ElGamal-like encryption scheme, it is sufficient for an attacker to break the
CDH-BIPC problem, that the linear stack attack actually does efficiently.

3.3 Complexity and Experimental results

In this subsection, we estimate the complexity of our attack proposed in Sub-
section 3.1 and show some experimental results.
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Proposition 1. The complexity of the linear stack attack is given by at most
O(n®m?e3).

Proof. 1t is clear that the dominant part is Step 3. In Step 3, we need to com-
pute tk composites B; o fj;j 0 A; (i = 1,...,tk,j = 1,...,£). The number of
multiplications of F in each composite is at most

2n® + In(n 4+ 1)m?>.
Since tk = in(n + 1)m/, the complexity is
O ((2n® + tn(n+ 1)m?) - (3n(n+ 1)ml)) < O(n°m?¢).

In Step 3, we also solve the linear system with size tk = %n(n + 1)mL. Then the
complexity is
O((3n(n+ 1)m£)w) < O(nSm?e?),

where 2 < w < 3 is a linear algebra constant.
As a result, we conclude that the total complexity of the linear stack attack
is at most

O(nSm3¢3).
(]

This proposition indicates that our attack is a polynomial-time algorithm. In
Tables 3 and 4, we show the complexity of the proposed parameters in Tables 1
and 2 against our linear stack attack. Each complexity is given by the product
of n5m3¢3 and the inverse of success probability (1/4)7!.

Table 3. The complexity of the linear stack attack in Section 3 for the 128-bit security
parameters proposed in [16]

linear stack
Type nomi ko) attack (bits)
(a) Conservative 842|140 | 140 64.7
(b) Alternative 16 | 2 | 205 | 205 54.0
(c) Extremely Aggressive |84 |2|140| 1 43.3
(d) Moderately Aggressive | 84 |2 | 140 | 2 46.3

Experimental results

We confirm experimentally that our attack is valid and efficient enough to
break the ElGamal-like encryption scheme. All experiments were performed on
a 3.5 GHz 8 Core Intel Xeon W with Magma V2.25-7. Table 5 is the experi-
mental results. We basically performed our attack on the 128-bit security pa-
rameters in Table 1. However, the attack against the conservative type (a) did
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Table 4. The complexity of the linear stack attack in Section 3 for the 256-bit security
parameters proposed in [16]

linear stack
Type noml kot attack (bits)
(a) Conservative 206 | 2 | 236 | 236 74.7
(b) Alternative 16 | 2410 | 410 55.0
(c) Extremely Aggressive |206|2|236| 1 51.1
(d) Moderately Aggressive | 206 | 2 | 236 | 2 54.1

not finish within a week, since its complexity against the linear stack attack is
around 64.7 bits. Instead, we chose the 80-bit security parameter (g, n, m, k,l) =
(2,42,2,102,102) following the security analysis in [16], and confirmed that our
attack is valid for such a conservative type (a). We note that the complexity of
the linear stack attack against the parameter (¢,n, m,k,l) = (2,42,2,102,102)
is 57.4 bits.

Table 5 shows the average time of 5 experiments on the linear stack attack
for each type as t = [1n(n+1)ml/k]. According to our experiments, the success
probability of one trial of the linear stack attack is 100% for each parameter.

Table 5. The average time (seconds) of 5 experiments on the linear stack attack for
the 80-bit security parameter in (a) and the 128-bit security parameters [16] (b),(c),(d)
in Table 1.

Type n |m| k ¢ || Average time (sec)
(a) Conservative 42 |2 (102 | 102 419408.490
(b) Alternative 16 | 2 | 205 | 205 35963.190
(c) Extremely Aggressive |84 |2|140| 1 1732.240
(d) Moderately Aggressive | 84 | 2| 140 | 2 6801.210

4 Conclusion

At PQC 2020, Santoso proposed an ElGamal-like public key encryption scheme
based on the BIPC problem, which is a problem originated from the IP2S prob-
lem. The BIPC problem is obtained by linearizing IP2S and restricting secret
linear maps to linear maps represented by circulant matrices. Moreover, the
ElGamal-like encryption scheme was constructed by utilizing the commutativity
of products of circulant matrices. Santoso gave four types of practical parameters
which are called (a) conservative, (b) alternative, (c) extremely aggressive, and
(d) moderately aggressive. In this paper, we proposed a new attack against the
ElGamal-like encryption scheme, which is called linear stack attack. The linear
stack attack finds equivalent keys of the ElGamal-like encryption scheme by us-
ing the linearity of the BIPC problem. We showed that the linear stack attack
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is polynomial time and confirmed that the attack is valid and efficient for the
proposed parameters (a),(b),(c) and (d). Our experimental results showed that
the 128-bit security parameter in (b),(c) and (d) were broken within 10 hours.
While the 128-bit security parameter in (a) did not finish within a week, instead,
the 80-bit security parameter in (a) was broken within 5 days.

We stress that our attack algorithm consists of only basic simple linear alge-
braic techniques. Therefore, there is a possibility that we can further generalize
our algorithm to solve more general computational problems beyond BIPC re-
lated ones. As future work, we aim to extend our attack algorithm to solve more
general computational problems such as the general IP2S problem which is the
foundation of many multivariate cryptographic schemes.
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